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Overview
Effective monitoring and operations processes are a very important part of running a successful BizTalk implementation. When we are monitoring a system we are really looking at two core things:

· Proactive Monitoring

Proactive monitoring is about looking for conditions which may indicate that a problem will occur in the future if the system is not given some attention.  An example of this is that if we see the BizTalk Spool Size was continuing to grow over a period of time then we may end up experiencing performance problems.  We can sometimes see this condition happening long before performance problems start and we can take corrective actions.

· Reactive Monitoring

In this case something has happened which is usually an exception type condition.  We usually want to do something with this to correct it or raise it to an operator if human assistance is required.

In a large number of BizTalk implementations; the operations teams at the company who has implemented BizTalk will use Microsoft Operations Manager (MOM) or System Centre Operations Manager (SCOM) to monitor their BizTalk investment.  This can be done very successfully by taking advantage of the specialized management packs which Microsoft produces for the different products which are often used within a BizTalk implementation. These are mainly Microsoft BizTalk Server, Microsoft SQL Server and Microsoft Internet Information Services (IIS).  The management packs offer all of the key monitoring and management features you would usually want.
There is however a gap in the market where organisations who have already made a significant investment in a monitoring solution from someone other than Microsoft.  In this case an organisation really has three choices.
1. The first choice would involve implementing SCOM in their organisation but then purchasing a connector to allow their existing monitoring system to connect to SCOM.  This has the benefit that it can allow you to easily take advantage of the full features of the Management Packs produced by Microsoft, however the disadvantage is that this can be relatively expensive as you have to buy SCOM and the connector.

2. The second choice would be to look into any management packs produced by your vendor and look to implement these and compliment the management pack with some custom alerts.

3. The third choice is to create your own management pack equivalent.
In this paper we will discuss a project at a large health insurance provider where we have implemented monitoring of BizTalk 2006 R2 using HP OpenView.  
For those who have the resources to implement HP OpenView alongside SCOM, I would recommend this approach as it will allow you to take full advantage of the Microsoft Management Packs, but the intention of this paper is to provide some information to those organisations who cannot implement SCOM or MOM to work alongside HP OpenView and to show how we were able to create our own monitoring solution.
BizTalk Monitoring Background

Monitoring of your BizTalk environment will usually cover the following categories:

· Platform Availability

· Application Health

· Performance

· End Point Availability

Platform Availability

Platform availability is about the services across the BizTalk infrastructure.  Any platform availability issues can potentially affect all BizTalk applications running within that BizTalk group.  To ensure good platform availability you are normally interested in monitoring the various services which your BizTalk group may depend on such as:

· BizTalk Host Instances (and other BizTalk services)

· SSO Master and Slave Services

· SQL Server 

· MSDTC 

· IIS

Application Health

Monitoring application health is about focusing on the specific processes implemented within a single BizTalk application.  We will normally be looking for events and conditions which an application may raise and then we would take appropriate action.

Performance

Performance monitoring can be quite complex because it can have platform and application angles to performance.  

Platform related performance monitoring can look at the load on the system and ensure that we are able to cope with it, it can also highlight any scaling requirements.

Application related performance monitoring is about ensuring that our applications performance is in line with any SLA’s which have been agreed.

End Point Availability

BizTalk solutions often consume and expose end points.  You may wish to monitor the availability of these end points to ensure the smooth operation of your overall end to end system.

Monitoring Capabilities

BizTalk provides a lot of different diagnostic information and provides a number of ways to interact with it in terms of support actions.  A number of these ways are listed in the below table.

	Item
	Description

	Event Log
	BizTalk will log lots of information to the application event log.  There are a number of different sources of logging including the following:
· BizTalk
· Single Sign On
· Business Activity Monitoring
· Adapters


	Performance Counters
	BizTalk has a whole range of performance counters from different sub-components within BizTalk and also counters for most of the common adapters.
These counters provide excellent real-time information about the health and performance of the system.


	WMI Interface
	There is a WMI interface for BizTalk which allows you to subscribe to events and also perform operational actions against your BizTalk group.


	Operations API
	BizTalk comes with a set of assemblies which can be used to perform operational activities against the BizTalk Group.  The main assemblies used are Microsoft.BizTalk.ExplorerOM and Microsoft.BizTalk.Operations.

	Debug View
	Debug view is a tool which can be used to monitor any trace information in real-time as it is published by your code.  It is not really recommended to use this in a production environment unless you really have to.


For more detail on the above please refer to the references section.

HP OpenView Background
HP OpenView is the brand for a monitoring and management platform provided by HP.  For the Windows environment there is a product within HP OpenView called HP OpenView Operations for Windows (OVOW), this was used in the case study for this white paper.  This product has since been renamed to Operations Manager for Windows (OMW).
HP OpenView has an agent component which is installed on target servers which you want to monitor.  You can configure what kind of alerts the agents are interested in and then these alerts would be sent back to the management servers.  Normally monitoring would be configured on a platform basis (e.g. “Windows”) and then additional monitoring would be added depending upon the function of the servers.  HP also provide a set of Smart Plug-In modules which are commonly known as “SPI’s” to monitor specific areas or applications.  Some of the common SPI’s include:
· SQL Server
· Exchange
· PeopleSoft
· Active Directory
· Citrix
· BizTalk
· VMWare
There are many others.
If you are familiar with SCOM or MOM you will find that HP OVO has a similar set of capabilities for responding to an alert.  Some of the commonly used ones include:
· Raising an alert to our Service Desk 

· Sending an email to an operator

· Sending a telalert (SMS) to an operator

· Executing scripts (e.g.: VBScript)
There is quite a bit of flexibility and by using the script option you can do pretty much whatever you want.
BizTalk SPI

The HP OpenView BizTalk SPI is an add-on you can purchase for HP OpenView as part of the Microsoft Enterprise Servers SPI module which includes a number of Microsoft Server product including:

· Application Centre
· BizTalk Server

· Commerce Server

· Content Management Server

· Host Integration Server

· Internet Security and Acceleration Server

· Mobile Information Server

· SharePoint Portal Server

This SPI includes the following monitoring rules for BizTalk:

	Rule
	Description

	Application Event Logs
	The SPI monitors the event log for some of the common events logged by BizTalk



	Messagebox Spool Size
	The SPI has a rule to raise alerts based on the spool size



	CPU Usage on BizTalk Services
	The SPI has an alert with thresholds for CPU usage of the BizTalk processes



	Throttling States
	The SPI has alerts based on some of the throttling states



	Orchestration Status
	Alerts can be raised if the orchestrations are in certain states



	Send Port/Receive Location Status
	Alerts can be raised depending on the status of ports



	BizTalk Host Instance States
	If any of the BizTalk host instances change their state you can configure alerts for this



	Transactions/Orchestrations Suspended or Processed
	There are a number of alerts based around some of the XLANG performance counters which are also configured by the SPI.


The SPI contains what I would consider to be a basic set of BizTalk platform level alerts.  In my opinion if you already have the Microsoft Enterprise Servers SPI then it is a reasonable starting point to add BizTalk monitoring from there.  However I think that the SPI only offers a small number of basic alerts which could be quite easily setup by hand if you had some HP OpenView experience.  We also customised the thresholds on most of the alerts in the SPI or turned off some of them anyway. 

SQL Server SPI

The HP OpenView SQL Server SPI is another add-on which you can purchase for HP OpenView.  This is not included with the above Enterprise Servers SPI.  The organisation had already purchased the SQL Server SPI and we intended to use it for the SQL Server instance supporting our BizTalk implementation.  The SPI can easily be configured to be cluster aware.

Some of the common monitoring rules with this SPI include.

	Rule
	Description

	Database Status and Connectivity
	The SPI will monitor database status and connectivity and raise issues when the databases become unavailable.



	Suspect Databases
	The SPI will detect when it considers a database to be in a suspect state and can raise alerts



	Transaction Log Expansions
	The SPI can be configured to alert on certain transaction log expansion conditions



	Failed or Cancelled Jobs
	The SPI can be configured to alert on SQL Jobs which fail or are cancelled



	Database free space
	The SPI monitors the free space and can alert before space issues arise



	Service Monitoring
	The SPI monitors the various SQL services and can alert on status changes



	Backup Failures
	The SPI can raise alerts if there are backup issues



	Log File monitoring for specific error codes
	The SPI can monitor log files for various conditions


I think we use pretty much the default SQL Server SPI monitoring without too much customisation.

IIS Monitoring
There is no specific SPI module for HP OpenView to monitor IIS, however there are some basic monitors provided with the free Windows SPI module that can be configured to monitor such things as:

· Processor time for IIS processes

· Application pool status

· Inetinfo working set

· File cache hits %

· Site availability

· Various ASP metrics

· Various www metrics

· Various ASP.net metrics

We have tended to configure these more tightly for other IIS based applications but with BizTalk we tend to use a minimal set of these custom alerts because our BizTalk implementation tends to do only a little work within IIS as an out of process BizTalk host.

Windows Monitoring

There is also a level of platform and operating system and monitoring of the virtual environments which has been implemented.  While this is relevant to our implementation, we are going to consider the operating system monitoring to be beyond the scope of this paper.

HP OpenView Java GUI Dashboard

HP OpenView provides a java based user interface for managing your teams alerts.  Below is an example of the dashboard for our BizTalk Administrator.  You can see in the picture that the dashboard provides some simple graphical views of your current alerts and a list of those alerts at the bottom.

The dashboard is a simple to use tool to view and manage these alerts.  The following diagram shows the HP OpenView Dashboard.
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Viewing an Alert

When you want to look at the detail of an alert you simply double click the alert in the list of alerts.  This will open up a tabbed form providing more details of the alert.  In the picture below you can see some meta data for the alert being reviewed.  On the other tabs are information such as the detail of the alert such as an event log message. 

There is also some things which OpenView can add to the alert such as the operator response which is expected to be taken.
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Active and history alerts

It is possible from the administration console to easily search through the active and any archived alerts.  This is a common feature if you want to find the last time you dealt with an alert of a certain type and review any notes applied.

Owning an Alert

When you want to work on an alert you are able to right click on the alert in the dashboard and take ownership of it.  This will move it to your personal queue where you can perform any investigation and actions required.

Add annotations

When you are working on an alert you would normally add notes to it.  This is easily done via the annotations tab on the open alert.

Acknowledge alert

When an alert is handled you can right click the alert in the console and acknowledge it.  This will mark the alert as closed and it will disappear from your queue.
HP OpenView Graphs

The HP OpenView graphs are available from a web based graphing tool which comes with OpenView.  These graphs can be used to review data across 1 or more servers.  The HP OpenView Operations for Windows provides the ability to graph this data as standard, but this information was only available to the HP OpenView team.

We also used an additional tool called HP OpenView Performance Manager which allows teams to graph data stored by an HP OpenView agent.  These graphs can then be created on an ad-hoc basis and have proved very useful for basic capacity planning exercises, or as part of a pre and post-release verification task to ensure the environment was working as expected.

More advanced reporting is possible using a tool such as HP OpenView Reporter, whereby graphs can be created on a daily basis and grouped according to server or application area.
Our Monitoring
As discussed earlier we will use the case study of a large health insurance organisation where we have used HP OpenView extensively to monitor our server and application infrastructure.  

Although we have monitored a number of different platforms and applications, we have paid special attention to BizTalk because we really want to show the BizTalk platform to be a highly reliable solution for business process and integration solutions and a large part of this is based on effectively managing these servers.  The below diagram shows the 4 key parts which make up the monitoring of our BizTalk implementation.
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SQL Server Monitoring
As discussed earlier we have used the default monitoring provided by the SQL Server SPI.

BizTalk Monitoring

In addition to the default BizTalk SPI monitoring which we have implemented we have also changed some of the thresholds and added some custom alerts which make up for some of the gaps between what the SCOM Management Pack would offer versus the HP OVO BizTalk SPI.

IIS Monitoring

We have implemented IIS monitoring on the BizTalk servers as described earlier.

Custom Application Monitoring

Each BizTalk solution which we implement will obviously have slightly different requirements based on the individual process requirements, however some of the common ones include.

	Rule
	Description

	Send Port Failures
	We can detect connectivity issues with specific applications when a send port fails and suspends.  This causes an event in the event log from BizTalk which includes the port name.  We use this to work out which application may have issues.



	Long Running Processes
	We usually log to the event log when BizTalk starts and ends a long running batch style process.  This lets OVO capture these events and mark then as good alerts which allows operators to see that things have been running as expected in the environment



	Errors
	When an orchestration has an error condition where we wish to suspend it for some kind of operator intervention we usually log to the event log before suspending so that OVO can raise an appropriate alert to the right operators.



	Warnings
	Sometimes an orchestration will detect a condition where it can continue but the developer has chosen to raise a warning to the event log.  We often configure alerts so that if we get a certain number of warnings within a given time period we will raise an alert.



	Performance Counters
	Sometimes an application may have implemented some performance counters.  We can create alerts based around these performance counters.


To show some more detail about our monitoring the below table shows some of the specific alerts which have been implemented.  Some of these are custom and some are modifications to the BizTalk SPI alerts.

	Alert Type
	Source
	Detection Criteria
	Alert Response

	Custom Application 1
	Event Log
	Event Source = Application Name

Event ID = 1002
	This represents an error condition which will need an operator to review this process instance and resubmit.



	Custom Application 1
	Event Log
	Event Source = Application Name

Event ID = 1002

Frequency = 10 within 30 secs
	If 10 of these are detected within 30 seconds then this often indicates an issue with one of our external systems so an alert is raised to the operator for investigation.  The send port is also stopped by a script so that messages can just queue up in BizTalk until the problem is resolved.



	Custom Application 2
	Event Log
	Event Source = Application Name
	Any event for this application usually indicates a problem with one of the batch processes which is sent to the operator for investigation



	Custom Application 3
	Event Log
	Event Source = Application Name

Event ID = 1040


	In this case an operator will be called while on call during this overnight process as support is required for a critical process

	BizTalk
	Event Log
	Event Source = BizTalk

Event ID = 5649

Description contains = <*>server name<*>
	In this particular case one of the internal applications has a network share which experiences a few issues.  When the receive location disables due to a recurring connectivity issue we raise an alert to the operator but also send an SMS to the support team for that application to give them a "heads up" on the problem



	BizTalk
	Event Log
	Event Source = BizTalk

Event ID = 5754

Text contains various port names
	In these cases we have messages which have failed to be loaded into various systems and have suspended in BizTalk awaiting resumption.  All of the retries have failed.

We can raise different alerts for each and each port would have a separate SLA for dealing with this



	BizTalk
	Performance Counters
	Spool Size
	We have customised this alert so that if the spool hits 2500 or 8000 for more than a given period then an SMS is sent to the BizTalk administrator.  This just gives him a notification that the system is processing a few messages.  Typically our concurrent load isn't very high because our throughput is quite high.

If the spool goes over 20000 then an alert is raised to the BizTalk Administrator



	BizTalk
	Host Instances
	Is running
	If any of the BizTalk hosts stop and have not resumed within 2 minutes then we will raise an alert.

If any of the hosts are used in low latency scenarios then we just alert as soon as they stop.



	BizTalk
	Performance Counters
	Throttling
	We have modified any throttling alerts to be specific for different hosts.  Some hosts will alert on any throttling condition so we can investigate system performance where as other hosts are known to have large spikes of messages which can cause memory based throttling occasionally.  The setup of our hosts is such that the host instance will just work its way through the messages so we don't worry about memory based throttling on one of our host instances




Note that all of the alerts can have different severities.  Sometimes an alert will just go to the operators queue so it can be managed within the defined SLA, however some alerts go to the main help desk and are configured so that the service desk will arrange to call out an on-call administrator for support if required.  This only happens with certain critical alerts.
Setting up Monitoring
I strongly believe that a successful monitoring solution is not just a case of purchasing the most appropriate product, but also requires you to have a good process for creating and managing your alerts.  In this section we will begin by discussing the process and approach for setting up alerts and monitoring.
The Starting Point

Our starting position was that we had an existing HP OpenView implementation and had installed HP OpenView Agents on all of our BizTalk and SQL Server machines.  We had already purchased the monitoring SPI packs for SQL server and also for Microsoft Enterprise Servers, which included a module for monitoring BizTalk.

We also had availability from BizTalk and HP OpenView resources to be able to implement the alerts as required.
It is very important to have all of the stakeholders actively involved and to get them to buy into the monitoring.  If done well then monitoring will make everyone's job easier, but when your organisation changes processes and integration solutions regularly then monitoring of the system in production has to be considered at all stages of the application life cycle.

The following represents what makes our monitoring work by involving all stakeholders.
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Documenting our Alerts

To have an effective process for setting up the alerts and to allow collaboration between the BizTalk and HP OpenView Team we decided to use a SharePoint list to hold the alerts which we would create.  
The list would allow us to track what had been implemented and allow us to easily document the alerts without requiring OpenView tools and skills to see what had been implemented (note the list is not synchronised between HP OVO and SharePoint).  Obviously your organisation might have your own approach to documenting this but hopefully this may give you some ideas for doing this effectively.
The following is a list of the information we would capture about an alert and what to do with it.

	Information
	Description

	Alert Audience
	This indicates which group the alert should go to.  This includes:

· BizTalk Administrators

· BizTalk Operators

· Infrastructure Team

· Other Application Support Team

· Business Super Users



	Alert Type
	This will indicate the type of alert which is raised. The types include:

· Normal Alert which just goes in a team's HP OpenView view (not seen by the data centre for example)

· Ticket alert which means the data centre will raise a trouble-ticket for the relevant team (no callout)

· Call out which means some is called by the data centre operators 

· Telalert which would send an SMS message to a list of operators



	Alert Category
	Our alerts usually fall into the following categories:

· BizTalk Infrastructure alerts which need to go to the BizTalk Administrator in most cases

· SQL Infrastructure Alerts

· BizTalk Application Alerts which will be specific to a single BizTalk Application and are usually sent to the BizTalk Operator for that application 

· External system alerts which are issues highlighted by BizTalk which can indicate a problem with an external application



	Alert Criteria
	This is a description of how to identify the alert condition.  It would include where to identify the condition in places such as the Event Log, Performance Counters etc.  It would include thresholds and identifiers.

Examples might include Events in the Application Event Log which have a specific Event ID, a certain category or where the text matches a given regular expressions.  Other examples might include if a certain performance counter has a value over a threshold for a period of time.



	OVO Action
	A description of what we want HP OpenView to do when it detects this alert.

This might be things such as raise a ticket in the help desk system or SMS the BizTalk Administrator.



	Operator Response
	This is a description of what we want the Operator to do upon receipt of this alert.  This text will usually be placed in the notes of the alert to prompt/remind the operator what to do.



	Alert Severity
	This flags the alert at a given severity level which corresponds to the impact of the issue and also feeds into SLA monitoring in HP OpenView.



	Server Group
	This indicates which servers this alert should be monitored for on.  Examples might include an alert being monitored on the BizTalk Server Group.




Once our alerts are ready to be implemented the HP OpenView Team would configure these alerts for us.  
The next section will describe a walkthrough of setting up some of the common types of alert.
Setting up alerts in HP OpenView

Many of the alerts configured are those done using the standard HP OpenView Windows Event Log monitoring policies.
Typically this will involve monitoring one of the core windows log files for particular criteria such as:

· Event source

· Event ID

· Strings within the error message

Using a combination of these alert criteria, in conjunction with the requirements from the BizTalk Development Team, it was fairly easy to configure the alerts in a small amount of time.
For other alerts such as the monitoring of services, some configuration work was required as the default HP OpenView monitoring would not meet the requirements.

Setting up of the alerts in HP OpenView is a standard task which an HP OpenView Administrator would perform.  There is nothing particularly special about the way we configured any of our alerts which was outside of the norm.

If you require more information on how to setup alerts in HP OpenView please refer to the documentation.
Setting up graphs in HP OpenView
One of the useful parts of HP OpenView is the ability to track information from the servers being monitored and store it for analysis and graphing.  Graphing of certain core windows metrics is standard wherever an HP OpenView agent is running, so things like CPU, disk utilisation, network traffic are all stored automatically for a period of a few weeks.  

There is no default graphing configured with the BizTalk SPI but we have customised the data that is tracked so that we are able to produce graphs of the performance of the BizTalk and SQL Server environment.

An example of how this can be helpful is that you may experience performance problems at a certain point in time but when you look at the system a short time later everything seems fine.  By tracking some of the performance counters with HP OpenView we are able to pull up on demand graphs of these counters so we can look back and see the characteristics of the system at that point.  Below is a screen shot of the counters relating to BizTalk that we track.
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As you can see in the above picture the counters we track mainly relate to the following:
· Throttling

· Spool

· Latency

· Memory Usage

· Orchestrations resident in memory

· Various ASP.net counters

Monitoring & Management Tasks

Once you have configured and deployed your monitoring solution it is very important to manage your alerts properly.  In this section we will discuss some of the management tasks we implement.
Automated Tasks

It is possible to make HP OpenView execute some automated tasks in response to detection of alert conditions.  An example of where we have implemented this is when we found an unexpected issue with one of our external systems.  In this system normally everything was fine, however occasionally the system experiences a problem which would cause messages to be rejected.  While the normal BizTalk retry processes will kick in we found that the system often took a while to come back on line as it required the support team to undertake some actions to recover it.
In this case we were able to take advantage of HP OpenView to monitor this situation and when it detected 10 errors thrown from this system within a short period of time (for example 10 errors within 30 seconds) then it would stop the send ports to this system.  This would allow the messages to just queue up within BizTalk until the system was back online.

We were able to do this by creating a script which would do the actions required and we just configured the HP OpenView Alert to run this script on response to the alert.

On-demand Tasks

When something important happens that will need an immediate action we will raise an alert from OpenView which results in a call out from the help desk to the appropriate support person.  We will also telalert (SMS message) this person to give them a heads up on the issue.

Daily Tasks

As a daily task the BizTalk Administration and Operations Team are expected to review their alert lists and to have dealt with all alerts which are easy to resolve.
It is expected that all alerts which have an SLA to be resolved/handled that day are done so.

There are SLA based reports around teams response to alerts so things which go out of SLA are easily visible and can be escalated.

Weekly Tasks

Each week any patterns which may have been spotted in the alerts are discussed as they may indicate a wider issue.  We sometimes discuss these with other teams as in practice we often find our alerts indicate other applications may have a problem which they are unaware of.  Any changes to the alerts are proposed and may be passed to the team who manage HP OpenView.
Incident Handling

When any major situation occurs which requires support involvement, once the issue is resolved we aim to review if the monitoring was effective and if it alerted us in the right way or if anything could be improved.  This can lead to new monitoring requirements.

We will also review if HP OpenView would have been capable of recovering from the situation based on different responses to the alert.
Bad Practices

Often you will see situations where the alert list is left to grow over time and once you have a lot of alerts on the list which are not being managed, you eventually get to the point where you might as well not bother alerting on these anymore.  I’m sure SCOM and OpenView consultants see this regularly where an organisation forgets how important it is to manage the alerts and just end up with a cluttered monitoring solution which is no longer providing value.  

The best way to deal with the above statement is if you are getting the same alerts over and over then you have a problem which you should fix or you are not monitoring correctly and are alerting on things which done need alerts.  Getting this to work best for your situation should be treat as an iterative process which you will regularly review to improve its effectiveness.

Suggestions

In the future I would like to look at the possibility of including Log Parser and BizTalk Messagebox Viewer into our monitoring solution.

Log Parser has the ability to parse various data sources and produce different views of this data.  I think Log Parser could be called by the OpenView Agent to examine the Event Log or IIS Logs for complex conditions which may result in an alert.  

Messagebox Viewer is an excellent tool for monitoring a BizTalk environment but it is ran on a one off basis.  The advantage however is that it has an excellent set of monitoring rules and thresholds and could make a big difference in the gap we still have between the HP OpenView SPI and SCOM's Management Pack.  Messagebox Viewer has the ability to log to the event log when any thresholds are broken so I plan to look into running Messagebox Viewer from the command line on a scheduled basis and then use HP OpenView to monitor the Event Log for any events from Messagebox Viewer.

Summary

Our monitoring solution has so far proved to be very effective and saves us lots of time and has given a greater level of confidence in the BizTalk implementation.  In all application development projects there will be issues but we have managed to get to a position with monitoring of BizTalk which means that we always know about issues before they have any real impact on the business and can handle them accordingly.  We also find that often we tell the support team for other applications that we integrate with that they have a problem before they know themselves.

Hopefully this paper has shown that if your organisation has invested in HP OpenView it is possible to implement a strong monitoring and management process for Microsoft based server products such as BizTalk Server, but hopefully it also shows that the key to a successful monitoring and management solution is also dependant on the processes you implement alongside the monitoring.
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